The most powerful and common approach to countering the threats to network / information security is encryption [1] . Even though it is very powerful, the cryptanalysts are very intelligent and they were working day and night to break the ciphers. To make a stronger cipher it is recommended that to use: More stronger and complicated encryption algorithms, Keys with more number of bits (Longer keys), larger block size as input to process, use authentication and confidentiality and secure transmission of keys.
It is for sure that if we follow all the mentioned principles we can make a very stronger cipher. With this we have the following problems: It is a time consuming process for both encryption and decryption, It is difficult for the crypt analyzer to analyze the problem. Also suffers with the problems in the existing system.
The main objective of this paper is to solve all these problems and to bring the revolution in the Network security with a new substitution technique [3] is 'color substitution technique' and named as a "Play color cipher".
Categories and Subject Descriptors
C#.net is used for coding and design of front end; it a simple modern object oriented and type safe programming language. C# combines the high productivity of rapid application development languages and the raw power of c++. It includes an interactive development environment, visual designers for building windows and web applications, a compiler and a debugger. Even though c# is a new language it has complete access to the same rich class libraries that are used by session tools such as visual basic.net and visual c++.net. [8] [9]
INTRODUCTION
Increased Terrorism / Opponent activities in recent times and a doubt about existing security algorithms [2] have created a need for inventing stronger secure algorithms. For this purpose a stronger encryption algorithms using substitution got importance. Substitution plays key role in many encryption algorithms. In the existing Substitution technique [3] like Caesar Cipher, Mono alphabetic Cipher, Play fair Cipher and Poly alphabetic Ciphers are not strong enough and even they only support Capital and small letters.
The challenge is to implement stronger, scalable, substitution algorithms without any burden on the existing system. We have invented a new technique in substitution is 'color substitution technique' and named as a "Play Color Cipher".
Play Color Cipher: Each Character ( Capital, Small letters, Numbers (0-9), Symbols on the keyboard ) in the plain text is substituted with a color block from a 18 decillions of colors [6] [7] and at the receiving end the cipher text block (in color) is decrypted in to plain text block.
It overcomes the problems like "Meet in the middle attack, Birthday attack and Brute force attacks [5] ". It also reduces the size of the plain text when it is encrypted in to cipher text by 4 times, with out any loss of content. Cipher text occupies very less buffer space; hence transmitting through channel is very fast. Transportation cost through channel is very less. 
METHODOLOGY

RESULTS
•
While execution it is observed that, play color cipher is comfortably converting plaintext into cipher text and then cipher to plain text with out any loss of contents with in limitations.
• It uses two session keys for each session, hence it is stronger. • It also reduced the size of the plain text when it is encrypted in to cipher text by 4 times, with out any loss of content.
• Variable length of keys can be used hence more secured.
• It is also noticed that, it is very difficult to break the cipher.
• It can be the solution for, Broot force attack, Meet in the middle attack and Birthday attacks [5] .
LIMITATIONS
• It is observed that, it considered all the characters in the plain text, with the limit of 95 characters. 
FUTURE ENHANCEMENTS
We can add figures and tables, etc to plain text for conversion and hence we can increase the number of characters to be considered. We can increase the number of parameters for generating the color to get 18 decillions of color combinations, for stronger cipher. We can use numerical functions for generating increment value to strengthen the algorithm. With small changes we can use the same algorithm for other then English language.
